CONCEPTS

From the Department of Emergency
Medicine, Medical College of Wis-
consin, Milwaukee, WI'; the Depart-
ment of Emergency Medicine, Indiana
University School of Medicine,
Indianapolis, IN*; the Department of
Emergency Medicine, Oregon Health
and Science University, Portland,
ORS; the Division of Emergency
Medicine, Northwestern University,
Chicago, IL"; the Department of
Emergency Medicine, Washington
Hospital Center, Washington, DCY;
the Department of Emergency Medi-
cine, Morristown Memorial Hospital,
Morristown, NJ%; Emergency Depart-
ment, Community Memorial Hospital,
Menomonee Falls, WI"; Infinity
HealthCare, Inc.,"" and the Depart-
ment of Emergency Medicine, St.
Mary’s Hospital Ozaukee, Mequon,
WL$$

Received for publication

December 18, 2001. Revision received
January 14, 2002. Accepted for
publication January 16, 2002.

Dr. Barthell, Dr. Felton, and Mr.
Collins are employees and sharehold-
ers of Infinity HealthCare, which
markets networked emergency medi-
cine information systems under the
name EMSystem. Dr. Cordell is a
Strategic Advisor for New Wave Soft-
ware, Inc. Dr. Feied and Dr. Smith
are founders of and Dr. Handler is
the Director of Development of the
National Center for Emergency
Medical Informatics. Dr. Cochrane is
an employee of Emergency Medical
Associates, which markets an emer-
gency department information system
under the name EDIM.

Addpress for reprints: Edward N.
Barthell, MD, Infinity HealthCare,
Inc., 1035 West Glen Oaks Lane,

422

The Frontlines of Medicine Project: A Proposal

for the Standardized Communication of Emergency

Department Data for Public Health Uses Including

Syndromic Surveillance for Biological and Chemical

Terrorism

Edward N. Barthell, MD*58
William H. Cordell, MD*
John C. Moorhead, MD, MS®
Jonathan Handler, MD"
Craig Feied, MD"

Mark S. Smith, MDT

Dennis G. Cochrane, MD*
Christopher W. Felton, MD™
Michael A. Collins, BS*

Suite 101, Mequon, WI 53092;
414-290-6700, fax 414-290-6781;
E-mail ebarthell@infinityhealth-
care.com.

Copyright © 2002 by the American
College of Emergency Physicians.

0196-0644/2002/$35.00 + 0
47/1/123127
doi:10.1067/mem.2002.123127

The Frontlines of Medicine Project is a collaborative effort of
emergency medicine (including emergency medical services and
clinical toxicology), public health, emergency government, law
enforcement, and informatics. This collaboration proposes to
develop a nonproprietary, “open systems” approach for reporting
emergency department patient data. The common element is a
standard approach to sending messages from individual EDs to
regional oversight entities that could then analyze the data
received. ED encounter data could be used for various public
health initiatives, including syndromic surveillance for chemical
and biological terrorism. The interlinking of these regional sys-
tems could also permit public health surveillance at a national
level based on ED patient encounter data. Advancements in the
Internet and Web-based technologies could allow the deploy-
ment of these standardized tools in a rapid time frame.

[Barthell EN, Cordell WH, Moorhead JC, Handler J, Feied C,
Smith MS, Cochrane DG, Felton CW, Collins MA. The Frontlines
of Medicine Project: a proposal for the standardized communi-
cation of emergency department data for public health uses
including syndromic surveillance for biological and chemical
terrorism. Ann Emerg Med. April 2002;39:422-429.]

INTRODUCTION

Recent national events, including the September 11,
2001, attacks on the World Trade Center and Pentagon
and subsequent distribution of anthrax by mail, have
resulted in intense efforts to pursue improvements in
surveillance for chemical and biological terrorism. The
nation’s emergency departments are a potential source of
surveillance information. Existing ED information sys-
tems, however, tend to be limited in their capacity and
their ability to provide real-time information to public
health authorities.

This article describes the Frontlines of Medicine
Project and calls for reader comments. The Frontlines
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Projectisa collaborative effort of emergency medicine
(including emergency medical services [EMS] and clini-
cal toxicology), public health, emergency government,
law enforcement, and informatics to develop nonpropri-
etary, standardized methods for reporting ED patient
data. The Project conceptualizes the rapid deployment of
anonproprietary, vendor-neutral, standards-based
regional public health information infrastructure. This
infrastructure, composed of interlinked regional public
health networks, could be used as a surveillance and
“early warning” system to potentially detect chemical and
biological terrorism. Although syndromic surveillance is
ahigh public health priority today because of the threat of
terrorism, standardizing the transmission of patient data
from the front lines of health care could serve to improve
the health of the public in other ways in the future.

Although the sense of urgency has recently increased,
previous initiatives have recommended improvements in
public health surveillance systems. Healthy People 2010
calls forimproved surveillance systems as a key objective
in the nation’s pursuit of improved health status forits cit-
izens.! Asanother example, anational conference in 1994
sponsored by the Josiah Macy, Jr., Foundation noted that
shortcomingsin ED records limit our capacity to answer
many fundamental clinical, epidemiologic, and health
service utilization questions about emergency patients.?

Despite research that has identified the potential of
such a system to improve the public health, no effective
system has been widely implemented to collect and ana-
lyze population-based emergency encounter data. Several
recentincidents provide examples of how a public health
information infrastructure that allows data sharing be-
tween emergency caregivers and public health authorities
could be beneficial:

Milwaukee, W1, 1993—Cryptosporidium contami-
nates regional water supplies, causing significant mor-
bidity and mortality over a period of months. A retrospec-
tive analysis of emergency records showed a markedly
increased number of diarrhea cases that began weeks
before the deaths but was unrecognized.?

Chicago, IL, 1995—A major summer heat wave leads
to hundreds of deaths. A retrospective review suggested
that an emergency encounter surveillance system could
have tipped off authorities of the impending disaster days
inadvance of the deaths.*

Tokyo, Japan, 1995—Sarin gas chemical weapons
attacks are perpetrated against the public. Most victims
used private transportation to go to hospitals, where care-
givers often had little or no understanding of the cause of
the symptoms they were trying to treat.”
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United States, 2001—Several cases of pulmonary
anthrax, some resultingin death, are reported in Florida,
New York, Washington, DC, and Connecticut. These are
traced to deliberately tampered mail. These cases of ter-
rorism underscore the need for rapid information on how
to detectand treat potential biological and chemical ter-
rorism agents.

The front lines of health care include EDs, physician
offices, and medical clinics. Other potential front line
public health data sources include veterinary clinics, pre-
scription and over-the-counter medicine data reposito-
ries, and school and work absenteeism reports. Although
these data sources all have the potential for public health
uses, the initial focus of this Project will be EDs.

EDs are uniquely positioned as surveillance sites
because they are open 24 hours each day, are ubiquitous
in distribution, and treat huge numbers of patients (>100
million ED visits each year in the United States alone).
EDs also direct or are tightly integrated with out-of-
hospital care, disaster preparedness and response, clini-
cal toxicology, and regional poison centers.

The large numbers of ED patients, the shift work
approach to staffing, and episodic nature of emergency
medical care, however, can lead to situations in which
insidious problems emerge but are not recognized or
reported by individual caregivers. The ability to survey
these large number of ED visits, analyze the data for clus-
ters of emergingillnesses, rapidly feedback information
to the front lines of health care, and provide just-in-time,
point-of-care education has not been standardized or
consistently implemented.

PREVIOUS INITIATIVES

Traditional surveillance efforts in the industry tend to
occur by convenience sampling and retrospective review
of records at small numbers of facilities, with limited
results available only months after the encounters actu-
ally occurred. Systematic real-time, population-based
data collection and pooling of surveillance data among
regional EDs is rare or nonexistent.

Anumber of federal agencies have initiated a variety of
more traditional programs for medical surveillance, par-
ticularly with regard to surveillance of injuries and infec-
tious diseases. Data on motor vehicle crash deaths and
injuries are collected by the National Highway Traffic
Safety Administration (NHTSA) as the Fatal Analysis
Reporting System (FARS) and the National Accident
Sampling System (NASS). The Consumer Product Safety
Commission (CPSC) collects data on injuries and fatali-
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ties associated with consumer products (excluding motor
vehicles, guns, and a few other products) through the
National Electronic Injury Surveillance System (NEISS),
which samples data from a series of hospitals.

Three infectious disease sentinel networks are cur-
rently funded through the Centers for Disease Control
and Prevention (CDC): the Infectious Disease Society of
America Emerging Infections Network; EMERGency ID
NET, anetwork of academically affiliated EDs; and
GeoSentinel, anetwork operated by the International
Society for Travel Medicine. The National Electronic
Telecommunications System for Surveillance (NETSS) is
used to collect, transmit, and analyze weekly reports of
notifiable diseases from state and territorial health offices,
Washington, DC, New York City, and US territories. CDC
WONDER, which is an online system developed by the
CDC that provides access to a variety of reports, guide-
lines, and public health data, is used as a vehicle for trans-
mission of surveillance files by various CDC surveillance
systems.® 12

There are limitations with these systems. First, data
may be limited (ie, fatal injury statistics but none for mor-
bidity, limitations associated with sampling techniques).
Second, there may be difficulty collecting data (ie, retro-
spective, labor-intensive, manual searches). Third, the
distribution of results may be delayed. And fourth, there
may be limited or no access to relevant local population-
based data for local public health efforts.

Although some of these systems provide significant
advances in the use of technology, most are limited in
scope. All of them lack the real-time collection, analysis,
and reporting capability required to achieve concurrent
feedback to providers at the time of emergency patient
care. Current processes include mailing or fax transmis-
sion of paper-based reports and bulletins and labor-inten-
sive telephone calls between public health offices and
clinicians, with resultant communication hampered by
time delays and lost messages. In summary, timely com-
munication between public health officers and emer-
gency clinicians remains problematic.

The historical problems with effective collaboration
between emergency medicine and public health and the
potential forimproving the relationship in the future are
detailed inarecent review by Pollock et al.!2 Surveillance
of diseases, injuries, and health risksis described as 1 of 4
major areas of emphasis. The benefits of sharing health
care dataamong EDs and with public health agencies are
currently being investigated. The Indianapolis Network
for Patient Care (INPC) in Indianapolis, IN, includes an
automated transfer of data regarding reportable diseases
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from hospitals to public health authorities. ! * Researchers
at Sandia National Laboratories have shown the feasibil-
ity of collecting emergency encounter data to detect 6 pri-
mary syndromes that might be consistent with bioterror-
ism.'° In addition, they have demonstrated how cluster
analysis statistical techniques can be effectively used to
analyze the data.'®

The CDC has more recently embarked on the National
Electronic Disease Surveillance System (NEDSS) project.
This public health initiative provides a standards-based,
integrated approach to disease surveillance and connects
public health surveillance to the burgeoning clinical
information systems infrastructure.!” NEDSS first release
isintended to replace the functionality currently sup-
ported by NETSS. Many states have received funding to
implement the NEDSS base system, including an inte-
grated data repository (IDR) and an ability to receive data
from various Web-based modules. The initial emphasis of
NEDSS has been the electronic interchange of laboratory
data, and a systematic method for obtaining emergency
encounter surveillance data hasnot yet been defined.

The Information Management Work Group recom-
mended strategies for the application of electronic data
systems in emergency medicine.'® The 4 primary recom-
mendations were:

1. The evolution of standards and uniform data sets
should be funded and promoted.

2. Health care information systems should be inte-
grated to meet clinical, management, and research needs.
3. Health care professionals should be trained to use
information technologies to transform data into informa-

tion.

4. Future trends, opportunities, and risks regarding
information technologies should be systematically stud-
ied.

The Information Management Work Group also rec-
ommended that data that has already been collected
could be reused and data mined to conduct clinical and
public health research, manage patient populations,
develop health care guidelines and policies, and educate
emergency health care workers.

Schwab and Syme!? have discussed the importance of
community participation in public health issues and
advocated a participatory approach to problem solving.
Caldwell et al?® have also emphasized the need fora col-
laborative approach to solving public health problems. In
Medicine and Public Health: The Power of Collaboration by
Lasker and the Committee on Medicine and Public
Health,?! a collaborative group reviewed the history of
poor cooperation between the disciplines of medicine

ANNALS OF EMERGENCY MEDICINE 39:4 APRIL 2002



THE FRONTLINES OF MEDICINE PROJECT
Barthell et al

and public health. The publication also discussed how
such collaboration could benefit the health care system in
the future. Two of the concepts emphasized are the value
ofapplying a population perspective to medical practice
and the importance of using clinical practice to address
community health problems.

CONCEPTUALIZATION

The Frontlines of Medicine Project proposes that a set of
standardized tools be developed and implemented to cre-
ate collaborative regional surveillance systems. The inter-
linking of these regional systems could permit national
surveillance based on ED patient encounter data. Advance-
ments in the Internet and Web-based technologies allow
for the deployment of these standardized toolsin arapid
time frame.

The Frontlines of Medicine Project proposes a nonpro-
prietary, vendor-neutral, “open systems” approach. The
common element is astandard approach to sending mes-
sages from individual EDs to regional systems that would
then analyze the data received. The Project envisions the
creation of oversight entities for each regional surveil-
lance system. For example, a state public health agency, a
hospital association, or a regional EMS advisory council
could serve this function. In all cases, the Frontlines of
Medicine Project recommends this entity be structured to
represent multiple stakeholder interests to enhance col-
laboration.

The work required to designate such an entity can be
perceived as a barrier. However, similar entities have suc-
cessfully been used for other public health purposes re-
quiring collaboration among EDs. Examples of such over-
sight of shared data include the regional management of
ambulance diversions and the INPC project mentioned
previously. The regional oversight entity is assigned pri-
mary ownership of the data collected and provides a
means for control of data distribution to other appropri-
ate parties.

Modern Internet technology allows for flexibility re-
garding the actual location of the computer servers that
store the data. The regional oversight entity may prefer to
store a primary copy of the surveillance data on their own
or can subcontract this function to a service provider with
experience in secure networks, data storage, and back-up
procedures. Again, this latter model has been successfully
implemented with Internet-based ambulance diversion
systems in multiple regions of the country.?2

Although the data sharing process may serve various
purposesin the future, the primary focus of the Frontlines
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of Medicine Project is the development of a standardized
approach to capturing and sharing surveillance data
derived from emergency encounters. The Project does not
seek tobecome a medical data standards organization,
because many already exist. Rather, the Project proposes
to use existing data standards with a specific approach
that can be replicated across the country so that emer-
gency encounter data can be linked to the evolving
NEDSS system.

The primary data elements, attributes, and messaging
structures for Frontlines of Medicine have been derived
from Data Elements for Emergency Department Systems
(DEEDS),?? the National Hospital Ambulatory Medical
Care Survey Reason for Visit definitions,?* the Inter-
national Classification of Disease, ninth edition (ICD-9),%>
Health Level Seven (HL7),2% and the Public Health
Conceptual Data Model used in the NEDSS project.?”

Using these underlying data standards, the Frontlines
of Medicine Project proposes development of specific
extensible markup language (XML) style sheets, such as
those defined below, as the basis for sharing data. XML
hasbeen identified as a technology for efficiently defining
data structures for information exchange.?® XML uses
data “tags” to identify each piece of data sentin amessage.
Anexample of the tagat the beginning of a given data ele-
ment for sex might be <sex>, and an example of the tag at
the end of the data element is </sex>. The format allows
for ease of interpretation of data strings, even by those
without formal information systems training.

The format also provides significant flexibility. Fixed
field lengths are not always required, and elements can be
easily added to or deleted from a message string without
disrupting the ability to translate other elements. It is
fully understood that the standards that form the basis of
the Frontlines of Medicine effort will evolve over time.
Forexample, HL7 is working to translate DEEDS into an
XML format consistent with its other standards efforts.
Therefore, system designs will need to be flexible to sup-
port periodic updates to other relevant underlying stan-
dards, particularly those that enable Frontlines of
Medicine tools to work seamlessly with other NEDSS
components.

Given the dynamic environment in which Frontlines of
Medicine Project systems must operate and the inherent
variability in users’ willingness to change and support
new applications, the project proposes that tools be
developed and implemented in a phased approach. Phase
one tools depend on clinicians making an active decision
to participate in reporting of individual cases or clusters
of cases that may represent syndromes consistent with
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chemical or biological terrorism. This type of reporting
hasbeen encouraged by the CDC?° but may resultin
underreporting.>°

Asenvisioned by the Project, phase two tools will auto-
matically retrieve surveillance data from computerized
information systems used in the day-to-day care of
patients. This phase two approach is less likely to cause
underreporting. The Frontlines of Medicine Project pro-
poses a “triage-first” strategy for pursuing this type of
function. A triage surveillance tool is proposed to docu-
ment triage data elements during day-to-day care of
emergency patients. Copies of these triage data elements,
“scrubbed” of individual identifiers, would be sent elec-
tronically to the regional surveillance centers. Successful
capture of triage data could be followed by additional
data capture efforts, such as discharge diagnosis, medica-
tion, and disposition data. This would create a system in
which the regional surveillance centers continually
receive a stream of data from multiple institutions, pro-
viding unprecedented ability to monitor emergency
encounter activity in real time.

Phase three tools build on the functions described in
phases one and two and add a degree of intelligence to the
system, such that interactive communication occurs. In
systems based on phase three tools, data received from
surveillance systems are analyzed and trigger follow-up
questions or timely provision of educational materials
back to the providers that originally submitted the data.

This type of feedback functionality “closes the loop”
and allows for real-time communication and collabora-
tion between public health and emergency providers. The
public health network would thus extend beyond just
surveillance. Additional public health functions, includ-
ing the just-in-time delivery of educational materials and
amethod of rapid communication between the front lines
of medicine and public health agencies, could evolve.

As thismodel develops, the Frontlines of Medicine
project has the potential to serve as the standard method
ofintegrating emergency encounter data with the emerg-
ing NEDSS project. The integration of Frontlines of Medi-
cine and NEDSS tools is shown schematically (Figure 1).

In summary, the 5 major conceptualizations of the
Frontlines of Medicine Project include:

1. Emergency caregivers are encouraged to voluntarily
contribute to surveillance by the submission of a univer-
sal case report form to a regional public health surveil-
lance entity. The data elements in the form would be
reported using the XML style sheet shown in Figure 2.

2. Emergency caregivers are encouraged to voluntarily
contribute to surveillance by the use of a universal activ-
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ity report form. The data elements in the form would be
reported using the XML style sheet shown in Figure 3.
3. Emergency caregivers are encouraged to voluntarily

Figure 1.
Schematic of the Frontlines of Medicine Project—=NEDSS interac-
tion.

Web-based data
collection form

Other system data
collection form

Export component Export component
(de-identifies data (de-identifies data
for export) for export)
Standard XML data

vy

Import component

Frontlinesmed

production NEDSS NEDSS integrated
database interface repository
Report generator

Figure 2.
Case report XML style sheet.

<frontlinesmed-case-report>
<ed-facility-id>
<namespace-id></namespace-id>
<universal-id></universal-id>
<universal-id-type></universal-id-type>
</ed-facility-id>
<internal-id>
<id></id>
<check-digit></check-digit>
<assigning-authority></assigning-authority>
<identifier-type-code></identifier-type-code>
<assigning-facility></assigning-facility>
</internal-id>
<date-time-first-documented-in-ed></date-time-first-documented-in-ed>
<age></age>
<sex></sex>
<chief-complaint>
<identifier></identifier>
<text></text>
<name-of-coding-system></name-of-coding-system>
</chief-complaint>
<case-description></case-description>
</frontlinesmed-case-report>
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contribute to surveillance by the use of a universal triage
data form. This triage data form may be used as an inde-
pendent electronic system, served locally or through the
Internet, or asa part of an integrated system that serves
other purposes. An example of the user interface for this
formis shownin Figure 4. The data elements in the form
would be reported using the XML style sheet shown in
Figure 5.

4. Regional surveillance systems should be formed on
the basis of collaboration among providers and public
health authorities. Each regional system would include a
regional surveillance oversight entity that is responsible
for control of the data submitted and generation and dis-
tribution of reports to appropriate parties. Patient confi-
dentiality and system security would be rigorously main-

Figure 3.
Activity report style sheet.

<frontlinesmed-activity-report>
<ed-facility-id>
<namespace-id></namespace-id>
<universal-id></universal-id>
<universal-id-type>l</universal-id-type>
</ed-facility-id>
<period-start-date-time></period-start-date-time>
<period-end-date-time></period-end-date-time>
<activity-description></activity-description>
<activity-value></activity-value>
</frontlinesmed-activity-report>

tained consistent with regulations noted in the Health
Insurance Portability and Accountability Act (HIPAA).3!

5. Regional surveillance systems could provide a
mechanism for sharing data with other regional systems
and the evolving NEDSS project to create a national
surveillance system derived from the nation’s emergency
medical encounters.

We further anticipate that the Frontlines of Medicine
Project will resultin the development and distribution of
actual “open source” software modules that can be shared
and used either independently or integrated in other sys-
tems.

THE PROPOSED PROCESS

These initial Frontlines Project recommendations are
being developed on the basis of a modification of the
nominal consensus methods described by others?2 and
are structured to provide rapid cycles of feedback to
rapidly deploy standardized tools. Each of the authors
has experience in informatics and emergency medical
dataissues. Each author in turn solicited initial feedback
from 3 to 5 others with experience in fields related to this
project. This will lead to arank order process for selecting
other participants for a meeting scheduled on April 28,
2002.

Because we believe these public health concepts
should engage as broad a representation of ideas and
viewpoints as possible, we are soliciting feedback from
Annals readers, as well as other interested persons from
EMS, public health, emergency government, law enforce-
ment, and information technology. Feedback should be

Figure 4 |Basic Patient Info
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Figure 5.

Triage report XML style sheet.

<frontlinesmed-triage>

<internal-id>
<id></id>
<check-digit></check-digit>
<assigning-authority></assigning-authority>
<identifier-type-code></identifier-type-code>
<assigning-facility></assigning-facility>

</internal-id>

<extended-person-name>
<family-name></family-name>
<given-name></given-name>
<middle-name></middle-name>
<suffix></suffix>
<prefix></prefix>
<degree></degree>
<name-type-code></name-type-code>

</extended-person-name>

<dob></dob>

<sex></sex>

<home-address>
<street-address></street-address>
<other-designation></other-designation>
<city></city>
<state></state>
<postal-code></postal-code>
<country></country>
<address-type></address-type>

<other-geographic-designation></other-geographic-designation>

<county-code></county-code>

<census-tract></census-tract>
</home-address>
<ed-facility-id></ed-facility-id>

<date-time-first-documented-in-ed></date-time-first-documented-in-ed>

<chief-complaint>

<identifier></identifier>

<text></text>

<name-of-coding-system></name-of-coding-system>
</chief-complaint>
<first-ed-responsiveness-assessment>

<identifier></identifier>

<text></text>

<name-of-coding-system></name-of-coding-system>
</first-ed-responsiveness-assessment>
<first-ed-systolic-bp></first-ed-systolic-bp>
<first-ed-diastolic-bp></first-ed-diastolic-bp>
<first-ed-heart-rate></first-ed-heart-rate>
<first-ed-respiratory-rate></first-ed-respiratory-rate>
<first-ed-temperature></first-ed-temperature>
<date-time-of-onset></date-time-of-onset>
<injury-incident-location-type>

<identifier></identifier>

<text></text>

<name-of-coding-system></name-of-coding-system>
</injury-incident-location-type>
<place-of-work-location-type>

<identifier></identifier>

<text></text>

<name-of-coding-system></name-of-coding-system>
</place-of-work-location-type>
<triage-comment>

<text></text>

</triage-comment>

</frontlinesmed-triage>
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submitted at the Web site http://www.frontlinesmed.org.
Comments must be received by April 15,2002, for inclu-
sion in the meeting. During the meeting, all feedback
received at the Web site will be reviewed, ranked, priori-
tized, and transformed into further recommendations.

Additional work will be needed to more fully evaluate
the Frontlines of Medicine recommendations, the effec-
tiveness of data collection systems, how to best analyze
the data, and how to present itin a useful fashion to pub-
lic health authorities. Evaluation should proceed in
accordance with updated guidelines recently published
by the Epidemiology Program Office of the CDC.33 We
hope that this process will foster a spirit of collaboration
to embrace a perhaps unprecedented opportunity to
improve the public health information infrastructure in
the United States and other nations.

We thank Elizabeth Manchester for her assistance in preparing this manuscript.
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